Universities face two important challenges in educating the IT workers of tomorrow. First, aside from occasional economic downturns, the number of graduates in programs such as computer science and management information systems has been inadequate to meet worldwide industry demand. Second, teaching methods have been slow to evolve to meet the needs of students and employers in a modern knowledge society. These challenges are particularly difficult in specialized fields of IT that combine rapid technological change with growing industry demand, such as networking/telecommunications and electronic commerce. As part of an economic recovery process, organizations of all sizes typically increase their dependency on technology and electronic business transactions. Recovery means they will again be looking for qualified people to fill positions such as network managers, Web administrators, eCommerce developers, and security specialists. This paper relates one university's experiences in addressing technical complexity by increasing the experiential learning component in each of their major courses, while still delivering a quality business education. A new major in Networking and Telecommunications was developed at Boise State University in the College of Business in 2000 that strives to combine a solid foundation in core business courses, the technical theory important to understanding complex networking environments, and handson experiences that reinforce theory and bring it to life. A cornerstone of the experiential learning approach is an upper division elective course that runs BSU.net, a fully functional Internet Service Provider, continuously operating since 1996. This non-traditional, semi-structured course gives students the opportunity to apply technical skills along with business decision-making related to the application of technology, and the real world requirement of supporting live customers.
Introduction
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Southeast Asia banding together to form a National Information Infrastructure plan (Bui, 1997) . Organizations of all sizes are increasing their dependency on technology and electronic transactions, moving toward what Straub and Watson (2001) call the network-enabled organization (NEO). The infrastructure that supports this trend requires technical talent to fill positions such as network managers, Web administrators, e-Commerce developers, and security specialists. Universities, on the other hand, face important challenges in educating the IT workers of tomorrow in these highly technical fields. Even with increasing enrollments, the number of graduates in computer science and information systems has been inadequate to meet worldwide industry demand (West and Bogumil, 2001) , and our teaching methods have not evolved to meet the needs of students and employers in these rapidly changing technical fields (Laurillard, 2002) . We face additional challenges in curriculum design with the changing student population. Stein and Craig (2000) note that the "dot.com generation" enters the university with an intensive education in technology (p.220). Their experiences in Australian universities reveal that incoming students exhibit increased computer knowledge, have more confidence in their skills, and use IT applications more extensively than prior generations (Stein and Craig, 2000) .
Boise State University, located in a growing high-tech area of the U.S., has embarked on a program to meet these challenges that might be used as a model for other universities or university-industry partne rships. To enhance our business curriculum and better meet industry demand we developed and implemented a new degree program in Networking and Telecommunications (NTCOMM) in the spring of 2000. Housed in a College of Business, but with a technical emphasis, the program's goal is to produce graduates who are not only technically proficient, but who understand the diverse business functions and organizational drivers that dictate technical solutions. The program builds upon and extends the value of a traditional university education.
To address the problem of teaching methods not meeting the needs of students and employers, we created a dynamic learning environment that integrates theory with practice and supports technical concepts with hands-on experience. Designed to maximize the hands-on experience, all NTCOMM classes at BSU are taught in our new Networking and Telecommunications Teaching Lab, sponsored in part by a grant from the Micron Technology Foundation. Thirty individual PCs with flat-screen monitors, dozens of project systems with swappable hard drives, rack-mounted class servers, and a large collection of network devices and management systems give students many opportunities to learn the application of technology along with the theory. A cornerstone of the experiential learning approach is an upper division elective that runs BSU.net, a fully functional Internet Service Provider business, continuously operating since 1996 (Minch and Tabor, 2001 ).
In the following sections we will frame problems of networking education and training in industry and universities, describe our approach for addressing the problems, and summarize the benefits we have realized. While discussing our approach, we will propose a set of desirable success criteria and measure our efforts against those criteria. Significant emphasis will be placed on our use of techniques that marry business and technical topics, as well as conceptual and hands-on activities.
Network Training in Industry
Network training in industry paralleled the evolution of computer networking. During the 1970s and early 80s Unix-based remote access to files and other system resources was one of the few networking alternatives. Novell developed the first practical PC-based network operating system, leading to a boom in local area networking in the late 80s. While some organizations had technical staff capable of retraining themselves and others in networking systems, others turned to major computer vendors who saw the potential for increased revenues through offering network services.
By the early 1990s, even traditional mainframe-oriented companies like IBM recognized the potential for both local and wide area network skill sets beyond their existing competencies. In response, IBM formed Technology Service Solutions (TSS) Network Services (later merged into IBM Global Systems) specifically to address the networking needs of their existing customer base. Network Services was an immediate success, but fulfilling customer demand was a major challenge. TSS initially supplemented a small group of technical experts with newly hired IS and CS graduates and ran them through a six-week "Boot Camp" at the Texas-based headquarters. This program included the development of a composite set of technical, communication, and customer skill sets that formed the basis for future development and ongoing education. One of the authors consulted with TSS on this phase of their staff development plan, first building a networking skills model, and then later using a self-assessment software tool to build an organizational skills inventory and help project future development needs. The skills-based approach to hiring and employee development is still very successful for the IBM services business.
Technical Training Alternatives
In addition to corporate training programs such as IBM's, many organizations and independent contractors rely on training through professional certification programs. Sources, such as ITcertinfo.com, list over 70 certifications, primarily from hardware or software vendors. Some vendors, such as Cisco, have over a dozen distinct certification programs, with the total universe of IT certification tests and programs now numbering several hundred. Many two-year colleges, technical schools, and even high schools have begun offering programs geared toward one or more of these certifications.
We see significant limitations in vendor and product-specific training and certification programs, ho wever. They are often narrowly focused on relatively perishable knowledge that is tightly linked to particular vendor software products and even, in many cases, specific versions or platform-specific editions of those products. While this may meet immediate needs in some organizations, it is an insufficient foundation upon which to base a long-term adaptable work force for an information economy. Furthermore, it ignores the expressed needs of IT managers for a workforce having business knowledge and skills in user support, systems planning, and other non-technology-specific areas (Noll and Wilkins, 2002) .
Networking Education in Universities --A New Economy Solution
While we are skeptical of training programs such as those that are narrowly focused on proprietary products, we reserve some of our strongest criticism for higher education's response to IT education needs. Networking and telecommunications have been among the fastest-growing areas of business in recent years, yet most universities in the U.S. offer only a single or occasionally, two, networking courses in their business school IT curriculums. Computer science programs may offer a few more, but often without strong links to business needs and current applications. Other networking-related course offerings are often found only in scattered locations such as schools of mass communication, electrical engineering, and secondary education.
Clearly the time is right for a more proactive response from university programs. Teaching networking technology, however, is a challenge requiring the melding of theory and practice, with both technical and managerial aspects. While formal approaches such as the ISO's five-part taxonomy for network management may be covered extensively in lectures, it is very difficult for students to appreciate the importance and applicability of these concepts without experiencing them in practice. Students also have trouble integrating technical and managerial issues, often neglecting important but abstract business considerations, and over-emphasizing concrete but narrowly defined software tools and technologies.
Others have discussed the challenges in teaching networking courses. It has been noted that practical experience is necessary to fully understand network management problems, and that it is desirable to change the level of participation of students, increasing expectations and making students more responsible for their own learning (Lankewitcz, 1998; McDonald, et al., 2001 ). It has also been acknowledged that, while the ideal approach to teaching network topics may be to allow students to learn using real ne tworks, cost and implementation factors have made this method difficult (Dixon, et al., 1997; Pattinson and Dacre, 1998) . Only a few universities, such as Washington State University with their ATM-based Network Instructional Facility (Sivalingam and Rajaravivarma, 1999) , have incorporated realistic production networks into their teaching environment, while others rely on small experimental networks or simulations, such as the artificial yet functioning marketplace for teaching e-commerce at George Washington University (Dhamija, et al., 1999) .
We propose that a set of desirable criteria, met fully or substantially, would allow a University to provide its constituent students, industry employers, and larger society with a high quality solution for technical business education. These criteria include the following:
1. Traditional benefits of a liberal arts education, including a broad understanding and appreciation for things scientific, cultural, and artistic.
2. Continuing emphasis on the mastery of basic concepts and theory that may be applied in a wide range of contexts over long periods of time.
3. Demonstrated relevance of concepts and theory by applying them to realistic real-world problems.
4. Academic/industry partnerships for program design, support and staffing.
5. Experiential learning that lets students solidify concepts through direct observation and experience.
6. Collaborative learning among students to lessen dependence on the "instructor transmission" mode of learning.
7. Service learning that allows students to contribute to their communities.
8. Student participation in industry internships.
9. Response to local, national, and global needs for skilled workers 10. Possibilities for revenue-generating activities such as providing services on a fee basis that can help make programs self-supporting.
Boise State's solution is a carefully designed technical business major combining an IS/IT core with a set of required and elective networking classes. Based upon survey results from the local business community, in-depth conversations with major employers and vendors, and past experiences in industry, we've developed a balanced technical and business curriculum to better meet the demands of this growing field. With 74 majors at the end of its first year and a Decision Sciences Institute Instructional Innovation Award for the BSU.net class, the authors feel confident we have a viable program. Along with the hands-on approach, internships among our local business and government organizations give our networking majors the needed experience to graduate with marketable skills and the potential to move rapidly beyond entry-level jobs.
The 132-hour major includes university and business core requirements that support a 36-hour technical component. Students are required to take the major courses in a pre-defined order, designed to insure they build technical skills upon solid foundations. A summary of the degree program is shown in Table  1 .
The new Networking and Telecommunications Teaching Lab has been the key to adding hands-on components to each of our courses. Before the dedication of the new lab in fall, 2001, we constantly had to ferry our equipment around or compete for limited classroom storage space. Few classrooms in our business building were even adequately equipped with enough power outlets for multiple small group learning exercises. As we begin our second full academic year in the new lab environment, we now have a basic hands-on component for each of our courses, which will evolve as development time, imagination, and resources permit. Rack-mounted servers support each major course, with supplemental systems for long-term storage of student projects and alternative operating system or application demonstrations. A part-time lab manager and a student assistant resolve lab configuration and maintenance issues.
Delivering on the Experiential Promise
Although simulated environments have their benefits, real hands-on exercises give students a chance to apply the theory they learn from textbooks. Starting with our introductory concepts class, lab exercises complement and demonstrate the functions of the OSI model and insure students master major concepts of networking. While students work individually on their lab exercises, hexagonal worktables encourage group sharing and learning. Students with more technical experience readily assist the novices, supporting the in-class demonstrations and one-on-one time the professor can provide. Many of our exercises are then reviewed and graded in class, to ensure each student understands key concepts before moving on. Student evaluations consistently comment on the quality of the lab and ask for more hands-on exe rcises.
The computer networking class builds upon the basic concepts and uses project systems configured as client workstations and servers. Removable hard-drives are assigned to teams in each of our multiple sections to maximize the use of the project systems, and allow teams to continue on with their lab exe rcises from one class meeting to the next. Working primarily through the Microsoft Academic Alliance program, software licensing is no longer a major hurdle for small group projects. Alternative operating systems are demonstrated from the instructor console, and internetworked as time permits. Multiple power and network ports are available for each worktable with under-floor cabling to a central rack. Each table can be configured as its own network or can be internetworked as a multi-segmented LAN.
In the network applications development class, students develop and implement operational Web-based applications that meet a real existing need. Example applications have included textbook auction sites, graduation requirement auditing systems, employee time card entry systems, and many other web sites for businesses and non-profit organizations. Technologies used include server-side tools such as ColdFusion, client-side tools such as JavaScript, and emerging tools including XML and web service standards. Many systems are still in use several years after their creation. Throughout the class, emphasis is placed not only on initial development but also those things that add long-term usability and value to a business, including system documentation, maintainability, and extensibility. Many students ask to keep their class projects operational after the class to use as functional resumes to show prospective employers.
Electronic commerce falls under our major primarily due to the impact on network infrastructures and importance of privacy and security. For the past two years, the e-Commerce classes have built prototype systems for small businesses in our area. The business owners present an overview of their companies to the class, and two or three teams build alternative e-Commerce solutions to complement each business model. Teamwork exercises and role-playing help develop consulting skills, and a formal e-commerce proposal is developed that includes an appropriate e-Commerce model, an analysis of competitive sites, and a technology overview that describes and supports the prototype. Developing prototypes of live companies often includes educating the small business owner, and adds a service-learning aspect to the class. The prototype projects complement technology modules and traditional lectures to give the student a more realistic experience than a typical static team project.
The network management class is a partly conceptual and partly experiential class that allows students to learn and appreciate the issues and complexities of managing large-scale networks in organizations. It also prepares them for the fully experiential hands-on network management class (discussed in the next section). Network management techniques, such as device polling and event trapping, as well as standards such as SNMP are first covered in concept and then implemented through examples and projects. Each student participates on a team that administers one or more sub-networks and manageable network devices, including intelligent switches, routers, firewalls, and wireless access points. Functionality and manageability of team-administered devices and sub-networks are tested through structured exercises that load the entire network with traffic and perform tests for connectivity, conformity with configuration guidelines, etc. Throughout the class, it is emphasized that business needs drive technology implementation.
Achieving Hands-on Reality -The HONM Class
Each of our courses integrates technical lab exercises appropriate to the level of the class, building up to the Hands-on Network Management (HONM) class that operates BSU.net (http://www.BSU.net). BSU.net is an actual revenue-generating business that presents a fully realistic experience for students. Students operate their own self-contained and fully functioning Internet Service Provider (ISP) business, complete with all major services such as dial-up access, e-mail, and web hosting. Customers demand near-100% service availability and technical support, business partners supply downstream and upstream bandwidth, and externally mandated accounting requirements require business accountability. The project began in 1996 with little more than a 400-square foot room and the optimism that we could obtain the necessary donations, partnerships, and other resources necessary for success. BSU.net now occupies a dedicated lab housing rack-mounted production servers with redundancy and backup, a multi-zoned network infrastructure, extensive network monitoring and management facilities, and a variety of other network-related hardware, software, and systems. The intent of the class is not to provide talent for the struggling ISP industry, but to allow students the opportunity to learn both technical and business issues experientially while supporting a live customer base.
Students must apply for permission to take the Hands-On Network Management class after completing the introductory data communications class with a grade of A, or that class and the computer networking class with a grade of B or better in both. They are encouraged to take as many other networking classes as possible before taking this one. Exceptions are sometimes granted, but we have found that success in the previous classes impacts the ability of the student to get the most from an unstructured class experience. Each student expressing interest in the class is interviewed to determine their course achievement in prior classes, experiences with computers and networks, and desire to learn in a nontraditional environment. During semesters when we attract particularly strong technical talent, we can also open enrollment to students with lower levels of experience, but with the motivation and capacity to learn from their peers. During some semesters, students from other programs such as Computer Science, Secondary Education, and graduate students from our MIS or MBA program have been admitted on an experimental basis.
Students are advised to expect a minimum of ten hours per week of lab time in addition to regular class meetings, although past graduates tell us this estimate is optimistic. They must be willing to carry a cell phone during their on-call time for network monitoring and customer support, and respond to network system alerts whenever they occur. Weekly journal reports, role documentation, a semester project, plus a specific team contribution to the business round out the stated requirements for the course. More subtle is the student's ability and desire to work in a team environment and pitch in when and where needed to keep the network running.
Major Educational Objectives & Learning Outcomes in HONM
While we strive for a hands-on component in each of our major courses, the HONM class blends the development of practical, real-world skills with the application of technical theory and broader business knowledge. It strongly supports the "active learning" approach advocated by Lee (2001) . Although no single class should be expected to meet all the desirable criteria we proposed earlier, we believe that this class meets many of them. Table 2 reflects our assessment of the class according to previously proposed program criteria:
Learning outcomes are measured through a combination of traditional and nontraditional methods. Student participation is monitored via personal journals of their learning activities published to a class Criteria Hands -On Network Management Class Analysis 1. Liberal arts education Met-the class is contained within a Bachelor Degree program 2. Mastery of basic concepts and theory Met-reinforcement of theory through implementation of concepts learned is a prime objective 3. Applied relevance Met-integration of business and technical issues is a prime objective 4. Academic/industry partnerships Met-through equipment donations, co-instruction, and other joint ventures with local businesses 5. Experiential learning Met-the class performs hands-on management of the network and the ISP business 6. Collaborative learning Met-many students report that they learned as much from other students as from instructors 7. Service learning Partially met-the class provides low-cost Internet access to other students and is contemplating other community service projects 8. Internships
Partially met-the class itself functions as an internal internship 9. Response to local, national, and global needs Met-the class trains future employees in high demand areas locally and beyond
Revenue generation
Met-revenue from customer fees more than meet the marginal costs of the business and contribute to the purchase of other needed equipment for this and other classes Ta ble 2: Meeting Program Criteria intranet. Each class member selects an individual learning project, with the joint goals of exploring a new technology or gaining a new skill, and sharing the results with their peers. The class also proposes a semester group project that will leave a lasting legacy to the ISP operation. Formal systems performance parameters throughout the semester and end-of-semester network viability measure the successful attainment of basic technology, operational, and business skills. The more traditional aspects of learning are measured through a combination in-class and take-home exam, which also lends structure to knowledge acquisition over the course of the term.
The team aspect of the class presents intangible challenges and benefits, such as the student who helps others to the extent that his own deliverables suffer. This kind of learning environment is clearly not for every student. While the screening process is essentially sound, some students cannot handle a semistruc tured environment in spite of their initial interest and agreement on fulfilling course requirements. But, perhaps this is also strength of the class. These are aspects of education the traditional classroom environment does not address. With this small slice of real-life learning, our students learn the importance of the customer and quality customer support; they carry away the ability to isolate and troubleshoot a problem; they make technology decisions with the business in mind; they learn a real world level of team-building and gain a sense of accomplishment they don't get in a traditional classroom setting and small group project.
The external marketplace and the interests/ambitions of the students themselves largely drive the evolution of the HONM class. Students are continually assessing market demand, available technologies, and their own skill sets as they attempt to implement a manageable technology infrastructure that meets customer needs and maintains administrative and economic viability. As an example of several issues presently under consideration, students are studying options for offering higher speed access to customers, as well as considering an infrastructure modification to allow redundant firewall coverage.
Teaching Challenges with the Experiential Learning Method
Over time we plan to increase the hands-on component of each of the NTCOMM courses, although that goal presents its own set of challenges. The simultaneous operation of many networks-some in production mode and some in experimental mode-brings many challenges in configuration management, security, and resource sharing. Attracting the right talent to our teaching ranks is also a challenge. We've addressed the problem in our more technical courses with a team-teaching approach of a faculty member plus an industry expert drawn from a local organization. The latter seems to be a workable solution for the time being, but current faculty members are stretched to stay current, and new faculty candidates often lack the technical and pedagogical skills to teach in this environment.
Summary and Conclusions
Despite many initial challenges, we believe our innovative program is a good example of how to address the networking education needs of the new economy. These needs should be of concern to both industry and academia, and probably can only be met through the cooperative efforts of both. While we feel traditional undergraduate programs have value, both student and employer groups acknowledge the need for better prepared students who are able to ramp up rapidly to become valuable employees. Other academic institutions should be able to apply similar ideas in a variety of contexts wherever there are opportunities for hands-on experiences or service provider applications that can be linked to curriculum. The business community can help by being willing partners with universities to support these efforts and will gain better prepared high tech employees in return.
We continue to monitor our student experiences, both in the classroom and through their early career development. Several recent successes come to mind, as soon-to-graduate seniors used class projects as part of their resume package and job interviews. This education model requires a different allocation of resources and the learning of new teaching methods by faculty. However, our early experiences with it have proven to be effective and rewarding, with our students benefiting in the marketplace. As a next step and for future research, we would like to more formally investigate the effects of our pedagogical strategies on student perceptions of their educational experiences, and on employers' recognition of its value-added benefits.
